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[bookmark: _heading=h.am6p1rp2nm8]Abstract
In recent years, there has been a significant increase in both the prevalence and complexity of online fraud, with fraudsters often relying on social engineering techniques to convince individuals to voluntarily disclose sensitive information or transfer their money. This study aims to advance our understanding of the psychological dimensions of fraud by integrating three complementary theories grounded in psychology and human behaviour: Dual Process Theory (DPT; System 1 and 2), Wash's Model of Suspicion Formation (MSF), and Protection Motivation Theory (PMT).
We propose a holistic model of decision-making in the context of fraud detection and response. This model accounts for the initial sense-making and suspicion formation a user experiences when receiving fraud content (MSF), explores a user's cognitive shift from an intuitive response of System 1 to the more deliberative response of System 2 (DPT) and, describes how, once shifted to System 2, people respond more systematically to an instance of fraud (PMT).
We derived and tested ten hypotheses through a survey of over 500 U.S. respondents, who were presented with a simulated phishing email modeled on actual bank fraud scenarios. The findings largely support the hypotheses, though a subset were either partially supported or refuted. These findings lead to a refined version of our proposed model. This study provides a theoretical framework for understanding fraud-related decision-making and offers a foundation for future research and the development of more realistic fraud education and awareness initiatives, grounded in human behaviour and psychology. 
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[bookmark: _heading=h.6v9jcluq5dlm]Introduction
In an increasingly interconnected world, more services, including retail, government, and banking, are available online. The perceived convenience benefits of this are tempered by concerns about security and privacy, such as the risk of financial loss and privacy breaches (e.g. NCTV, 2024). Criminals can operate anonymously and remotely, using digital tools to reach large numbers of victims with minimal effort. Digital assets are easily transferable, and the anonymity provided by the internet, enhanced by privacy technologies, makes it difficult to catch offenders. Online crime (i.e., cyber-enabled and cyber-dependent crime) is scalable, allowing criminals to innovate and collaborate while digital resilience struggles to respond (NCTV, 2024). Fraudsters use personal data from leaks and social media to create convincing scams, assisted by generative AI, and the availability of phishing and spoofing tools makes cybercrime easier and cheaper (i.e., cybercrime-as-service).
In 2023, online banking fraud continued to pose a significant financial threat across multiple countries. In the Netherlands, financial losses from online banking fraud amounted to nearly €36 million, with the majority attributed to bank helpdesk fraud—scams in which perpetrators impersonate bank employees to extract sensitive information or convince victims to transfer funds (Dutch Banking Association, 2024). Other contributing forms of fraud included card-not-present transactions, stolen or lost debit cards, and phishing. Similarly, in the United Kingdom, online banking fraud resulted in over £1 billion in losses, primarily driven by authorised push payment (APP) fraud, where victims are deceived into authorising payments to fraudsters (UK Finance, 2024). Other significant losses stemmed from unauthorised transactions, including card-not-present and remote banking fraud. In the United States, the financial impact of fraud surpassed $10 billion in 2023 (Federal Trade Commission, 2024). The most common fraud types included imposter scams, online shopping fraud, and prize or lottery scams, underscoring the growing scale and complexity of online financial crime globally.
The escalation of the issue, combined with the gravity of the consequences (Borwell et al., 2025; Jansen, 2018), underlines the importance of continuing to develop frameworks for understanding and preventing online banking fraud.
Our study aims to identify and evaluate a theory-based model of online banking fraud, with a particular focus on human factors. Previous research has demonstrated that technical measures alone, such as advanced encryption, biometrics and multi-factor authentication, are not capable of mitigating online (banking) fraud (Furnell & Clarke, 2012; Jansen, 2018; Rothrock & Clarke, 2018). Despite significant efforts in other areas, such as public-private partnerships between banks and the police, voluntary codes of conduct, and education and awareness campaigns, the scale of the problem has continued to increase. Because users of technology and their behaviour play a crucial role in combating online banking fraud (Jansen, 2018), this study aims to further explore a psychological approach to the problem. 
[bookmark: _Hlk224315245]According to Dadà et al., fraud victimization can be conceptualized as a two stage process of exposure and vulnerability (Dadà et al., 2025).  First, potential victims can be exposed to attempts at fraud, and different potential victims might have greater or lesser potential to be exposed.   Second, once exposed, some victims are more susceptible to fraud; susceptibility determines whether a person, once exposed, is actually victimized by fraud (Dadà et al., 2025; Fan & Yu, 2022).  Dadà et al. review a variety of literature that looks at factors that predict both exposure and vulnerability.  For example, older adults are frequently both exposed and susceptible (Dadà et al., 2025; Shao et al., 2019) to fraud, though younger adults seem to be more susceptible to phishing than older adults (Sarno et al., 2023). Financial literacy in particular seems to have a strong, but asymmetric relationship with fraud victimization. This is a U-shaped relationship; fraudsters tend to target and victimize both individuals with low financial literacy and with high levels of financial literacy more than individuals in the middle (Du & Chen, 2023; Yu et al., 2023). This relationship holds both for exposure and for susceptibility.
Most literature in this area considers both exposure and susceptibility to be innate properties of individuals, and treats the process by which people become victims as opaque.  Our work, by contrast, focuses on the process that individuals use to detect fraud attempts, or instead make choices that lead to victimization. Dadà et al. refer to this as "Person-Task Fit", or the alignment of characteristics of a decision-maker with the demands of the task (identifying phishing) (Dadà et al., 2025; Finucane & Lees, 2005). This process-focused research is focused specifically on the susceptibility stage (we do not contribute anything about exposure) and helps to shed light on why some people may be more susceptible than others.
A substantial cohort of the professional cybersecurity field still consider humans to be the weakest link (Dupont et al., 2023; Sasse et al., 2001; Zimmermann & Renaud, 2019). Zimmerman and Renaud (2019) introduced an innovative approach to digital resilience whereby humans are no longer seen as the weakest link (human-as-problem), but as a crucial factor (Jansen, 2018) contributing to the strengthening of digital resilience (human-as-solution). According to Zimmermann and Renaud (2019), the core problem of cybersecurity does not lie in human actions, but in the complexity and hyper-connectedness of the digital environment in which modern life is embedded. In a follow-up article, Zimmermann et al. (2024) emphasized that we should view end users as ‘partners’ in cyber security. In this paper we view end users as a component of the solution to overcoming fraud, rather than the problem itself (Jansen, 2018; Spithoven et al., 2024; Zimmermann & Renaud, 2019), and we argue there is value in integrated approaches that build a robust defense against fraud.
Considering end users of online services as “partners” to tackle the problem of cyber security necessitates the development of effective education and awareness campaigns to empower people to accurately identify, avoid and report fraud attempts. Traditional methods of “warnings” and “broadcasting facts” have shown limited efficacy in changing users’ behaviour. Prümmer et al. (2025) conducted a meta-analysis that drew from a systematic review of the existing literature, supplemented by an updated search, to evaluate the general effectiveness of cybersecurity training programs. Their findings indicate that such training tends to positively influence end users, especially in terms of behavioural predictors like knowledge and attitudes. However, when examining actual behavioural change, studies consistently fail to show comparable improvements, highlighting a significant shortcoming in current training strategies when it comes to modifying real-world behaviour.
Given the persistently high levels of fraud and online crime, it is evident that current measures are inadequate (Cross & Kelly, 2016; Herley, 2009; Stewart & Lacey, 2012). Fraudsters exploit psychological principles to deceive individuals, making it essential to employ similar principles for protective purposes (e.g. Jansen, 2018). Over the past decade, practitioners in behavioural economics and behavioural science have successfully applied nuanced models of human decision-making across various domains, including public policy, government services, and business (Hallsworth, 2023). These approaches have yielded significant impacts by moving beyond simplistic assumptions of what is required to change behaviour, and we believe that applying similarly realistic models of decision-making models to fraud prevention can guide education and awareness practitioners in government and financial institutions towards more effective interventions. 
Related Literature

In this section, we present an overview of three models of human decision-making that we believe explain how people detect online bank fraud.

[bookmark: _heading=h.b2ypxtayxvw]Systems 1 and 2
The first theoretical foundation for our study is a core idea in recent applied behavioural sciences; a dichotomy between a slow, deliberative, reflective style of decision making, and a faster, automatic, reflexive style. The idea of multiple systems of decision making is ancient in origin and emerges in multiple accounts in both psychological and philosophical literatures (Evans & Stanovich, 2013; Kahneman, 2011; Stanovich & West, 2000). 

In the domain of information systems security (and associated strategies to guide technology users towards safer behaviours) it is easy to assume technology users are highly engaged rational actors primarily driven by System 2 style of decision making, who are making rational calculus of the costs, benefits, rewards and threats of every interaction. Kahneman (2011) describes how people frequently operate on a low effort System 1, which runs automatically based on a set of impressions, intuitions and cognitive biases. This can be effective in many tasks, with no need for the more effortful and deliberative System 2 to be invoked - System 2 endorses the System 1 perspective without modification. However, when System 1 runs into problems, it may invoke the more effortful and deliberative System 2: “System 2 is activated when an event is detected that violates the model of the world that System 1 maintains” (Kahneman, 2011, p. 24). 

Research in recent years has built on earlier DPT, for example to illuminate the conditions under which individuals switch from System 1 to System 2 (Pennycook et al., 2015), and addressing conceptual difficulties in explaining the switch between the two systems (De Neys, 2023).

Pennycook et al. (2015) have proposed a three-stage model to explain the shift between System 1 and System 2. In stage 1, multiple intuitive responses can be activated in System 1 by a particular situation or problem. In stage 2, System 1 assesses whether these intuitive responses conflict with each other. In stage 3, if conflict is detected, this causes System 2 analytic thinking to be invoked, either to rationalise the intuitive answer, or override it with a more reasoned response. 

There is limited research on the importance and influence of DPT on information security or fraud, although some papers have raised the distinction (e.g. Dennis & Minas, 2018). A DPT lens may help inform a realistic model of decision making in the domain of bank fraud prevention, which could naturally lead to more effective interventions to support protective behaviours.
 
We also see the System 1 / System 2 distinction as a framework to integrate two distinct strands of research - mental models / suspicion formation (Wash, 2020) and protection motivation theory (Rogers, 1975). Research suggests that both mental models and Protection Motivation Theory have explanatory power, and potentially aim to describe different aspects of the decision-making process. An integration of these two strands may lead to a more cohesive account of how people initially notice - then decide how to respond to - the threat of a fraud. As far as we are aware, there have been no previous attempts to consolidate suspicion formation, protection motivation and DPT.

Wash’s Model of Suspicion Formation
In studying how IT experts detect fraudulent phishing emails, Wash (2020) developed a theory to explain how people become suspicious of fraudulent communications. He identified that people generally go through three stages when facing fraud. When people first receive a communication, they tend to take it at face value and treat everything contained in it as correct and valid. In doing so, they try to understand the communication by integrating it with what they know about their situation and life. In the second stage, the person becomes “suspicious” of the communication. Wash defines suspicion as holding two competing ideas simultaneously: that the communication is valid and is what it says it is, and that the communication is fraudulent and cannot be trusted. In this second stage, the person is not sure which is true, and usually has an explicit goal of investigating and trying to determine which is accurate. In the third stage, the person has resolved this ambiguity and decided whether the communication is fraudulent or not, and then must decide how to proceed.

Wash (2020) identifies that the critical incident in this model is the transition from the first stage to the second stage, which he calls the process of “becoming suspicious” of the communication. In his theory, people - even the IT security experts he studied - naturally assume that a communication is valid and trustworthy when they receive it. The process of becoming suspicious, then, is the recognition that there is a potential alternative explanation for the communication. Becoming suspicious is not as simple as not believing the communication; instead, it is identifying a possible alternative explanation that the communication is an intentionally fraudulent communication created by someone intending to defraud.

In order to become suspicious, Wash claims that people need two important things to happen. First, in understanding the communication, the person needs to identify “discrepancies”: aspects of the communication that do not quite make sense. Often these discrepancies are ways that the communication is different from what is typical in similar communications. Discrepancies provide the clues that the communication might not be trustworthy, but alone are not enough to become suspicious. The second step is a trigger: something in the communication (or in the person’s life) needs to trigger the person to think about fraudulent communications. The trigger causes the person to identify an alternative explanation for the discrepancies. The discrepancies signal that something is wrong, and create a need for an alternative explanation; then the trigger leads the person to identify fraud as a possible alternative explanation.

The process that Wash describes could be considered to be aligned with the three-stage model of Dual Process Theory (Pennycook et al., 2015).  The initial response of holding two competing ideas simultaneously is aligned with Stage 1 and Stage 2 of the three stage DPT model: multiple System 1 intuitive responses have been activated by the communication, the individual is processing multiple competing explanations simultaneously, and a conflict between these potential explanations has been detected. The competing responses - that the communication is legitimate, or that it is fraudulent - are System 1 outputs, with the fraud-recognition intuition arising from automatised prior experience with fraud or with typicality violations (De Neys, 2023). It is the similarity of activation strength between these competing intuitions that causes System 2 activation (De Neys, 2023). The second stage of Wash’s model aligns with Stage 3 of the three stage DPT model - System 2 analytic thinking has been invoked, with the explicit goal of investigating and trying to determine which of the possible explanations (is the message fraud, or is it not fraud) is correct.

Furthermore, Wash highlights that there are at least three different types of literacy (what he calls “expertise”) that are relevant to different parts of the detection process.  First, there is email literacy, which involves knowing what emails like the one received typically look like.  In our case, having experience receiving emails from banks in general, and the victim’s bank in general, and recognizing what those emails look like is critical for recognizing discrepancies or deviations from what is typical.  In the banking context we study here, this is very similar to the financial literacy discussed by Jansen (2018).

Second, there is scam literacy, which involves recognizing that email-based scams exist and knowing what those typically look like.  Scam literacy is not useful in Wash’s first stage (of recognizing discrepancies), but it is essential for the second stage where the potential victim identifies an alternative understanding of the email.  This identification can only happen if they recognize some property of the email (a “trigger” in Wash’s terminology) that reminds them of scams.  This is a related to information literacy and digital literacy (Dadà et al., 2025), but more specific about a specific piece of that literacy that is relevant.

Third, Wash discussed how technical literacy was used by the technical experts he studied, but that literacy was only used after the email was identified as potentially a scam, and was used to investigate the email and be sure it actually is a scam.  In follow-up work, Wash found that people without technical expertise were able to do accomplish this through other means (usually through social support) (Wash et al., 2021).


[bookmark: _heading=h.lrc3zjworxuc]Protection Motivation Theory
The third theoretical framework used for this study is Protection Motivation Theory, henceforth PMT (Maddux & Rogers, 1983; Rogers, 1975), a theory originally developed to study disease prevention and health promotion (Floyd et al., 2000). PMT provides opportunities to study end-users’ motivation to perform precautionary online behaviour and can be applied to the domain of cybersecurity in general (e.g. Boehmer et al., 2015; De Kimpe et al., 2022; Martens et al., 2019) and more specifically to online banking (Jansen & van Schaik, 2017, 2019).

Protection motivation is initiated by two appraisal processes: threat appraisal and coping appraisal. Firstly, a person evaluates the vulnerability to a threat occurring, and the severity of this threat. The second process evaluates components of a fear appeal that relate to a recommended strategy to prevent threats or to minimize their impact, i.e., an efficacy appeal. This relates to a person’s evaluation of the perceived effectiveness of a response (i.e., response efficacy), the perceived ability of oneself to perform a response (i.e., self-efficacy) and the perceived barriers in performing a response (i.e., response costs) (Milne et al., 2000). These two evaluations result in the intention to engage in safe behaviour, which can have a direct influence on actual behaviour. Note that intentions do not necessarily lead to the intended behaviour, a tendency discussed in considerable research into the intention-behaviour gap (Sheeran, 2002).

Regarding threat appraisal, the literature shows varying findings on the influence of perceived vulnerability on the intention to engage in safe online behaviour. Rogers (1975) originally suggested a positive influence, and De Kimpe et al. (2022) found a similar relationship. However, some studies report non-significant or negative influences of perceived vulnerability (Jansen, 2018; Martens et al., 2019; Tsai et al., 2016). For perceived severity, the findings are also mixed. Some studies suggest a positive influence (Jansen, 2018; Martens et al., 2019; Warkentin et al., 2016) while others report non-significant or even negative influences (Fisher, 2024; Thompson et al., 2017; Verkijika, 2018).

Regarding coping appraisal, the literature suggests that self-efficacy and response efficacy are key predictors of the intention to engage in online safe behaviour (Arachchilage & Love, 2014; Crossler & Bélanger, 2014; De Kimpe et al., 2022; Fisher, 2024). The literature presents mixed findings on the effects of response costs on the motivation for online safe behaviour. Gurung et al. (2009) suggest that response costs do not significantly influence the intention to engage in safe online behaviour, as many free measures are available. Other studies also report non-significant relationships (Fisher, 2024).

The three-stage model (Pennycook et al., 2015) describes two classes of System 2 processes that result from conflict detection – rationalisation of the intuitive response, or decoupling. They describe decoupling as additional cognitive processing that would be required to override an initial intuitive response. Our model proposes PMT as a nuanced and detailed description of a decoupling process that is specific to a fear or threat scenario, such as potential fraud.

[bookmark: _heading=h.uh8nzydcl26o]Towards a Model of Human Fraud Prevention	Comment by Jurjen Jansen: This doesn’t sound natural. We could change ‘integrating into’ to ‘Towards’ or ‘Developing’
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[bookmark: _Ref220315827]Figure 1: Integrated model of how humans detect and respond to fraudulent communications
We believe that Wash’s model of Suspicion Formation, and PMT, both explain key aspects of decision making in relation to security and fraud. Wash’s model aims to illuminate the conditions under which an initial contact or message represents some risk or locus of threat to the recipient. PMT offers a way to understand end-users’ motivation to perform precautionary behaviour, having already identified the situation as offering a non-trivial risk of potential threat. 

Neither theory alone offers an account which is able to explain both how an initial threat was sensed, and the evaluation process that is subsequently followed, leading to a behavioural outcome. We propose that System 1 and System 2 offer an explanatory layer, potentially bridging the Wash model and PMT in a way that enhances the prediction of both observed and reported patterns of behaviour.

We conceptualize fraud response as a sequential process and argue that each theory explains a different stage within that process. Accordingly, our contribution extends beyond the mere combination of existing theories. We integrate Suspicion Formation, DPT, and PMT into a unified fraud-response framework in which threats are first identified, subsequently evaluated, and ultimately acted upon. This theoretical integration offers a more complete explanation of how end users detect, assess, and respond to fraudulent communications, thereby advancing current fraud and security research beyond accounts based on any single theoretical perspective.

Stimuli in the context trigger an automatic, and pre-conscious assessment of the similarity of this situation to already-held mental models of fraud or security (this may be done by category-based processing (Fiske & Neuberg, 1990)). In different situations, where System 1 detects no similarity between the experienced situation and the individual’s available mental model for what would constitute a fraud or security risk in that kind of situation, no competing intuitive responses are generated, therefore conscious System 2 evaluation is not invoked, and the individual being guided by their System 1 autopilot may passively perform a natural or habitual behaviour (such as clicking on a link in an email). This part of the process is explained by Wash’s model.	Comment by Ed Fitzhugh: Do we need an extra close bracket here, as we’ve got a sub-parentheses? This may be a style point.	Comment by Ed Fitzhugh: reading this para again I don’t think this sentence is really necessary to support the point we’re making here. It seems confusing to say in the previous sentence that ‘system 2 evaluation is not invoked’, then ‘system 2 is thus bypassed’. I think it’s clearer now. 


However, at some non or pre-conscious level, if System 1 detects similarity between the situation, and that individual’s mental model of fraud, this may be sufficient to generate the competing intuitions that result in System 2 become engaged. We might call this a “tipping point” - a detected event that violates the model of the world that System 1 maintains - at which time the individual first consciously recognises a potential threat – causing them to enter “problem detection mode”, where they actively evaluate the situation against their own knowledge, understanding of fraud threat and impact or capacity to deal with the situation.

Once this deliberative and considered System 2 has been invoked, PMT offers an account of the factors an individual may weigh up to create a risk calculus and decide how to respond. 

[bookmark: _heading=h.rt9397u76hg2]Hypotheses
We combined Wash’s model of fraud detection, Jansen’s PMT-based model of bank fraud, and DPT, to create a theoretical model of how bank consumers might detect fraud (Figure 1). We identified 10 hypotheses that can be used to test this model; each hypothesis tests one step of the model.

Our model suggests that at the initial moment consumers receive a fraudulent communication (e.g., a phishing email), the initial stage is sense-making, which involves noticing issues with that communication (H1). This is a process initially driven by System 1.

They may reach a tipping point, at which point they become suspicious of the email (H3). If they do not reach that tipping point, then they may comply with the instructions or demand of the message, which includes taking steps toward fraud (H2). 

Once they have reached the tipping point, this invokes a System 2 process, shifting their goal to investigating the email (H4) and reviewing or deleting the email (H5). In this investigation, they start by evaluating the severity of the threat. If they do not think the threat is severe, then they are more likely to do what the email asks (H6). If they do think the threat is a problem, then they evaluate whether they can do something about this threat (self-efficacy). If they feel like they do not know how to respond to this threat, they are likely to either just do what the email asks (H7) or abort and do nothing about the email (H8). If they do feel like they know what to do, and are right about that, then they are safe (H10), but if they are wrong, they may confidently take unsafe actions (H9).

 [image: ]
Figure 2: Integrated model with our hypotheses labeled
                                                       
[bookmark: _heading=h.kedm3jro5csv]Methodology

To test these hypotheses, we conducted a survey at the beginning of which in which we presented survey participants with a screenshotted example of a typical fraudulent email, whichan email that purported to be from their that participant’s bank, before asking them a number of questions about what they were thinking as they read it and the mental process they followed. The full questionnaire can be found at Appendix A.

We recruited over 500 respondents from the United States to review this email and answer questions about their thoughts as they read it. Before filling out the survey, participants were informed about the purpose of the study, the voluntary nature of their participation, the anonymity of their responses, and the intended use of the collected data through an informed consent procedure.

Prior to distributing the main questionnaire, a pretest was conducted to evaluate the clarity, reliability and overall usability of the survey items. Participants were asked to think out loud when completing the questionnaire and provide feedback on things they found confusing or ambiguous. The authors later discussed the outcomes and made several adjustments to the final version of the questionnaire.

To provide increased realism, we first asked survey respondents which of the nine largest consumer-facing banks in the US that they use, and then showed them a version of the email that purported to be from their bank. This email was modeled on an actual phishing email that one of the authors had recently come across. Figure 3 (below) shows the version of the email from Bank of America (the most popular bank at the time), in a screenshot designed to mimic the desktop version of Microsoft Outlook. We created eighteen screenshots; we had a version for each of the nine banks, and we showed a mobile-friendly variant to survey respondents who were taking the survey on a mobile device.

This email was intentionally chosen to be medium difficulty. It was modeled after a real phishing email received by customers of a real bank, and the only adjustment was to replace the logos for different banks. We could have chosen a more obvious phishing email, or a more difficult one; for this reason, we do not believe that the absolute percentage of people who “fall” for this email indicates vulnerability. Instead, we chose this email to create enough variability in responses to it so we can look for things that correlate with those responses. Real phishing emails (and other scams like SMS fraud, phone fraud, or scams that unfold over multiple interactions) may be more or less difficult to detect, and our findings may not directly generalize to those situations. It is a limitation of our study that we only included a single email as stimulus; other emails that are more or less realistic may elicit different patterns for detection.


[image: ]
[bookmark: _heading=h.hi7vpfx0g3mr]Figure 3: The email that was shown to users. This version is for desktop users who indicated that they bank with Bank of America.
After seeing the screenshot of the email, we followed up by asking the survey respondent a series of questions. First, questions were taken from an existing survey done by Wash et al. (2021) that were intended to measure aspects of Wash’s model of phishing detection. That survey had questions in six categories: noticing, expecting, suspecting, investigating, deciding, and acting. We initially used questions from the first four categories (noticing, expecting, suspecting, and investigating), and then removed questions that did not support testing our hypotheses.

A second set of questions came from an internal, unpublished corporate research questionnaire by one of the co-authors. A third set of questions came from a standard set of measures for PMT, adapted to the context of bank fraud.


We designed the survey to avoid common method bias (Podsakoff et al., 2003). We guaranteed all respondents anonymity to avoid social desirability bias, and also instructed respondents that there are no right or wrong answers. Respondents were informed that this was a study about email, but were not explicitly told that it was about phishing. Still, many of the questions make this fairly obvious. For this reason, we placed the questions asking what would the respondent do about the email first, before the topic of the survey is evident. The remaining questions are more about how they respond to the email, and are phrased in such a way that there is not a right or desirable answer; these questions are less likely to suffer from common method biases like social desirability or positivity bias.

We are not studying whether each respondent detected the phishing, but instead are studying how the respondents think through an email to determine for themselves whether it is phishing. Our results are focused on the cognitive processes participants use to decide whether an email is phishing, and developing a theory of these how these cognitive processes work in the presence of uncertainty.

[bookmark: _heading=h.zdz8z0r8k88e]Sample
We contracted with Qualtrics to field our survey to a panel of survey respondents in January-March 2023. We placed quotas on age and gender that roughly matched the US population to get a more representative sample. We received a total of 521 valid responses. Respondents were compensated by Qualtrics with points that could be redeemed for items.

Table 1Table 1 summarizes the demographics of our respondents. Our sample achieved the quotas, and so approximately matches the US population on age and gender. Our sample is more highly educated on average than the US population as a whole, which is common in online samples. Our sample also has more retired people than the US population.
[bookmark: _Ref220316100]Table 1
Demographics of the participants in our sample

	Age

	Category
	Option
	N
	%

	Age
	
	
	

	
	17-29
	84
	16%

	
	30-39
	86
	17%

	
	40-49
	50
	10%

	
	50-59
	63
	12%

	
	60-69
	87
	17%

	
	70+
	92
	18%

	
	Did not respond
	59
	11%

	Gender

	
	Man
	257
	49%

	
	Woman
	261
	50%

	
	Prefer not to Answer
	1
	0%

	
	Other
	2
	0%

	Education

	
	None, or grades 1-8
	1
	0%

	
	Some High School
	10
	2%

	
	High School Graduate or GED
	77
	15%

	
	Technical, Trade, or Vocational
	22
	4%

	
	Some college, no 4-year degree
	129
	25%

	
	4-year college degree
	170
	33%

	
	Some postgrad or professional school, no degree
	23
	4%

	
	Postgraduate or professional degree, including masters, doctorate, medical, or law degree
	89
	17%

	Employment

	
	Employed Full Time
	221
	42%

	
	Employed Part Time
	59
	11%

	
	Unemployed and looking for work
	30
	6%

	
	Unemployed and not looking
	20
	4%

	
	Retired
	163
	31%

	
	Disabled
	17
	3%

	
	Student
	9
	2%

	
	Did not respond
	2
	0%


[bookmark: _heading=h.qvm8n52ivxbk]Table 1: Demographics of the participants in our sample

We also asked participants about prior experience as a victim of identity theft or fraud. Over 80% of our respondents reported prior experience with fraud, though some of those only reported receiving fraud but not actually falling victim. Table 2 shows the breakdown of prior experience. (Note: since people could have been a victim of more than one type of fraud, or a victim more than once, this question was a “check all that apply” question.)
Table 2
Responses to Prior Experience as a victim of identity theft or fraud

	Prior Experience
	N
	%

	None of the above
	77
	15%

	received a notification from a company that your information was involved in a data breach
	249
	48%

	received fraud attempts via email or phone, but did not become a victim
	225
	43%

	had a virus on your computer or mobile device
	208
	40%

	stranger used your credit card number without your knowledge or permission
	168
	32%

	someone broke in or hacked your computer, mobile device, or account
	89
	17%

	fell victim to a phishing email message or other scam email
	79
	15%

	identity theft more extensive than use of your credit card number without permission
	51
	10%

	fell victim to a phone scam
	31
	6%


[bookmark: _heading=h.hravhjbphrda]Table 2: Responses to Prior Experience as a victim of identity theft or fraud
[bookmark: _heading=h.lr86ah667qqh]Results

We organize our findings by the ten hypotheses presented above. Materials to replicate these analyses can be found at the Open Science Foundation: https://osf.io/ena23/overview?view_only=26856c476efa4c9e83e3228e57f37f10. 

[bookmark: _heading=h.h9bv3ymh6lw2]Hypothesis 1
People's initial attention when presented with an email is primarily directed to identifying the source, understanding the required action, and interpreting its relevance. 

To examine our first hypothesis, we asked respondents two closely related questions. First, we asked respondents “When you first read this email, what were you trying to accomplish?”. This question is specifically about the email presented to them, and was the first question asked after they read the email. The second question was “When you first read emails similar to the one you have just seen, what are you usually trying to accomplish?”. This question is about emails like this in general. We asked this second question to see whether this email was being treated differently, and in case participants think they behave differently in normal circumstances than they did in this survey or for this particular email.

Table 3Table 3 shows the (check-all-that-apply) responses to these two questions.

[bookmark: _Ref220316133]Table 3:
 Responses to the Question “When you first read this email, what were you trying to accomplish?” and a similar question about what the participant usually does.

	
	This Message
	
	Usually

	Question Stem
	N
	%
	
	N
	%

	Understand who the message is from
	276
	53%
	
	276
	53%

	Understand what the message wants me to do
	276
	53%
	
	256
	49%

	Understand why I receive the message
	289
	55%
	
	273
	52%

	Review carefully each component of the message to see if it is genuine
	288
	55%
	
	286
	55%

	Delete the message without reading it
	31
	6%
	
	58
	11%

	Do quickly what the message asks me to
	43
	8%
	
	24
	5%

	Something else (please describe)
	26
	5%
	
	28
	5%


[bookmark: _heading=h.6n2dk5ds2k58]Table 3: Responses to the question “When you first read this email, what were you trying to accomplish?” and a similar question about what the participant usually does.

The majority of respondents indicated that their main goal is to try to understand the message better – either by understanding who the message is from, what it is asking them to do, or why they received the message. Each of those responses had over 50% of respondents indicating them. 

Respondents were able to check more than one option for this question. If we aggregate the three “understand” responses, and look at how many respondents choose at least one of those three understand responses. We find that 428 respondents (82%) chose at least one of the three “understand” responses as their goal. On the other hand, less than 10% of respondents indicated that they would delete the message or just quickly do what it asks (each).

When we look at the other question about what they usually do when they receive an email like this, we find similar numbers. Just over 50% of respondents chose each of the three “understand” options, and 414 (79%) of respondents chose at least one of the three “understand” options. This suggests that this particular email is not being treated significantly differently than other, normal emails.

Interestingly, over 50% of respondents also choose the option that they “review carefully each component of the message to see if it is genuine”. This is not necessarily a sense-making action, but it does show that many people are careful about messages like this from their bank. 

We conclude that hypothesis 1 was supported. Most people engage in sensemaking as their first task when they receive an email.

[bookmark: _heading=h.wm4rg8uo971f]Hypothesis 2
For people who did not notice something is off, they are more likely to comply with the request in the email

We explicitly asked subjects if they would do the action requested in the email that they were shown (Clicking the button to “Secure My Account”). This action is what the sender is trying to get the recipient of the email to do, and represents an unsafe action to take for this fraudulent email. 67 of our respondents (13%) did not answer this question. Of the remaining, respondents were approximately split about whether they would take the action or not, with slightly more people saying yes they would take the action than not.
Table 4
Responses to the question "This email asks you to do a specific action (e.g. click the button to 'secure your account'). Would you be willing to do that?

	Response
	N
	%

	Yes, take the action
	246
	47%

	No, don’t take the action
	202
	39%

	Did not respond
	67
	13%


Table 4: Responses to the question "This email asks you to do a specific action (e.g. click the button to 'secure your account'). Would you be willing to do that?

We asked respondents if they felt that something was “off” about the email they were shown. 307 (69% of) participants answered yes, they felt something was off about the email, and 51 (11%) said they were not sure. 

We conducted a logistic regression to examine whether feeling that there was something off (the Independent Variable) influenced whether they were willing to take the action requested (the Dependent Variable). Table 5Table 5 shows the results of the regression. Additionally, since this was a categorical regression, we used the regression model to generate “predicted probabilities” – the probability of someone saying they would take the action for each of the three options for whether they felt something was off.
[bookmark: _Ref220316232]Table 5
Results of a logistic regression predicting whether the person would take the requested action (DV), as predicted by whether they felt something was off in the email (IV).

	Logistic Regression Model
	
	Predicted Probabilities of taking requested action

	Variable
	Coef
	p-value
	
	
	

	(Intercept)
	-0.94
	< 0.001
	
	Yes, something was off
	28%

	Off: No
	3.02
	< 0.001
	
	No, nothing was off
	89%

	Off: Not Sure
	1.93
	< 0.001
	
	Not sure
	71%


[bookmark: _heading=h.f32k3a9us9m9]Table 5: Results of a logistic regression predicting whether the person would take the requested action (DV), as predicted by whether they felt something was off in the email (IV).

This is a very large effect. People who said that something felt off only were willing to take the unsafe action in the email 28% of the time, whereas people who did not feel that anything was off were willing to take the unsafe action 89% of the time. This is a statistically significant, and quite large, difference. Interestingly, people who were not sure if something was off were willing to take the action 71% of the time, which is in between the two but closer to the group that thought nothing was off.

We also specifically asked about whether each of three different aspects of the email – the sender, the subject, and, the body of the email – felt off. Only the body of the email had a large (and statistically significant) effect. People who felt the body was off were only willing to take the unsafe action approximately 35% of the time, while people who did not feel the body was off were willing to take the unsafe action 72% of the time.

We conclude that hypothesis 2 was supported. People who felt that there was something off about the email were much less likely to take unsafe actions, and it was specifically feeling that something in the body of the email was off that drove most of this.

[bookmark: _heading=h.6irzh0rv9nqb]Hypothesis 3
People are more likely to find something is “off” if there is “violation of typicality”

This hypothesis uses the variable above, about feeling there is something off about the email. However, for this hypothesis, this “off” variable is the dependent variable[footnoteRef:7]. In Wash’s original work, there were two important concepts relevant to this hypothesis: first, the email has to be recognized as similar to a type of email seen before (i.e. you have to know what “typical” looks like), and then this email needs to be different somehow (the violation). [7:  That variable has a third option (“not sure”), which in the above analysis was found to be more similar to No (not finding anything off) than to Yes (finding something off). To simplify the analysis for this hypothesis, we collapse the variable into a binary variable by combining the “No” and “Not Sure” responses into a single “no” response. We also conducted the same analyses using both an ordered logistic regression (which allows for all three values for the DV, but assumes that there is a logical ordering to them) and using an unordered logistic regression (which doesn’t assume an ordering), and the results were substantially similar in all cases and yielded no new insights. For conciseness and ease of understanding, we only report the results from our traditional (binary) logistic regressions here.] 


To measure this, we asked two separate questions: “I have received emails from [bank] or other organisations I bank with in the past”, which measures if they know what typical emails look like, and “This email seems similar to email I typically receive from [bank] or other organisations I bank with”, which measures whether this particular email is similar to those past emails, or is a violation of typicality. Both of these were measured with a 5-point Likert scale (Strongly Disagree -> Strongly Agree), coded numerically 1-5.

We conducted a logistic regression where the dependent variable is a binary version of the question about whether the email felt off, and the two independent variables were the two measures for typicality. Table 6Table 6 shows the results of this regression.
[bookmark: _Ref220316412]Table 6
 Logistic regression predicting whether the email felt off (DV) based on whether they have received similar emails in the past (IVs)

	Variable
	Coef
	p-value

	(Intercept)
	1.73
	< 0.001

	Have received similar emails
	0.36
	< 0.001

	This email was similar to past
	-0.72
	< 0.001


[bookmark: _heading=h.tfffu4ghuokv]Table 6: Logistic regression predicting whether the email felt off (DV) based on whether they have received similar emails in the past (IVs)

Both variables were statistically significant effects, and in the expected direction. People were more likely to feel like there was something off about the email if they have received similar emails from their bank in the past. People were more likely to feel like something was off if the email was not similar to past emails (i.e. the coefficient on the second IV is negative). Both of these effects are statistically significant.

To see how big of an effect this is, we used the logistic regression model to generate predicted probabilities. These are the probability of feeling like there is something off with the email, given a level of the two IVs. These probabilities are listed in Table 7Table 7.
[bookmark: _Ref220316436]Table 7
Predicted probabilities of feeling the email is off, based on whether respondents reported having received similar emails.

	
	This email is similar to past

	Have received similar emails
	
	Strongly Disagree
	Neutral
	Strongly Agree

	
	Strongly Disagree
	80%
	48%
	18%

	
	Neutral
	89%
	66%
	31%

	
	Strongly Agree
	94%
	80%
	48%


[bookmark: _heading=h.ydlmnncxttsu]Table 7: Predicted probabilities of feeling the email is off, based on whether respondents reported having received similar emails.

Reading this table down shows the effect of familiarity. Respondents who more strongly agree with the statement that they have received similar emails in the past are more likely to feel like there is something off about the email. This is a moderately large effect, and can lead to up to a 30 percentage point increase in the likelihood of feeling the email is off when someone is familiar with bank emails vs. when they are not. Familiarity with emails is important.

Reading this table across shows the effect of violations of typicality. The less similar an email is to prior emails (left hand column), the more likely a person is to feel like something is off. This is a very large effect. For people who are familiar with bank emails (bottom row), noticing a violation of typicality changes the likelihood that you feel something is off from 48% (if you don’t to 94% (if you do), another very large effect.

Together, these two variables (familiarity and violation of typicality) have a very large effect on whether someone feels that something is off[footnoteRef:8]. Therefore, we conclude that hypothesis 3 is supported. [8:  We also conducted another logistic regression to look for an interaction effect – do violations of typicality only apply when people are familiar with bank emails? We found almost no interaction effect – the regression coefficient was < 0.01 with a p-value of 0.95, and the estimated probabilities rounded to the same values as we presented.] 


Hypothesis 4
When people notice something is “off”, they pay more attention to it and take actions to investigate the email.

This is a double barrelled hypothesis concerning what happens after a person feels that an email is off; do they pay more attention to it, and do they take actions to investigate? For analysis, we split this into two hypotheses: Hypothesis 4.a is that when people notice something is off, they pay more attention to it; Hypothesis 4.b is that when people notice something is off, they take actions to investigate.

[bookmark: _heading=h.2l71bzk3edmw]Hypothesis 4.a
When people notice something is “off”, they pay more attention to it.

To test this hypothesis, we asked two similar questions. First, we asked “On a scale of 1 to 7, how much attention were you initially paying to this email when you first read it?”. Second, after we had asked questions about feeling off, we asked “On a scale of 1 to 7, after you noticed something was off about the email, how much attention would you pay to the email?”. We can directly compare responses to these two questions to see if people decided to pay more attention after they noticed something was off.

124 respondents did not respond to both questions. This is mostly because people who did not feel like there was anything off about the email did not respond to the second question. Of the ones that did respond to both, the most popular response (178 respondents, about ⅓ of all respondents) was to answer that they would pay the same attention in both cases. Figure 4 shows the overall change in attention after noticing something is off:

[image: ]
[bookmark: _Ref220316491][bookmark: _Ref220316485]Figure 4: Change in how much attention (on a 1-7 scale) the participant paid to the email after noticing something was off
[bookmark: _heading=h.uck23aes08tp]For many people, this change is negative. This means that they paid less attention after noticing something was off. On average, attention decreased by 0.68 points (on the 7-point scale) after noticing something was off about the email. This effect is statistically significant (t-test; t=-6.93; df=396; p-value<0.001).

We conclude that hypothesis 4.a is refuted. Rather than increasing attention (as we hypothesized), people report decreasing attention after they notice something being off. This important difference is discussed in the discussion section.
[bookmark: _heading=h.hnuj2gd39pom]
[bookmark: _heading=h.k4gtiuy34vlc]Hypothesis 4.b
When people notice something is “off”, they take actions to investigate the email.

To test this hypothesis, we asked to choose-all-that-apply questions about actions that the participant could take in response to the email. The first question contained a list of actions interacting with this specific email message: hover over the link (to see where it goes); click on the link (to see where it goes); look more closely at the email address the message came from; open the attachment; look at headers; or ask someone about the email. These are all actions that investigate the email further by interacting with the message itself. Some of them are relatively safe (e.g. hover, look at headers); others are definitely unsafe (e.g. click, open attachment).

The second question was very similar, but it included actions outside of the email address that are often recommended, such as following up with the sender. We included actions that involved contacting the sender via website, via phone, or face-to-face, and we also included variations on the first two based on whether the contact information came from the email (unsafe) or from another source you look up yourself (safe).

To analyze this, we can cluster responses together. Firstly, an analysis of the initial question, about message-specific actions. Overall, 475 people (91% of participants) reported taking some message-specific investigative action, and 369 (71% of participants) only took actions that we classify as a safe action. Table 8Table 8 shows the frequency each action was chosen.
[bookmark: _Ref220316602][bookmark: _Ref220316528]Table 8
Percentage of respondents who reported taking each action

	Safe/Unsafe
	Action
	N
	%

	Safe
	Look more closely at the email address or phone number the message came from
	323
	62%

	Safe
	Look at email headers
	202
	39%

	Safe
	Hover over one or more of the links to see where it went
	124
	24%

	Safe
	Ask someone else about the email
	88
	17%

	Unsafe
	Click on one or more of the links to see where it went
	78
	15%

	Safe
	Other[footnoteRef:9] [9:  We provided an “Other” option for this question, with a fill-in-the-blank option to “Please explain”. Analyzing these, almost all of them involved some form of reporting the email to the sender. Example responses include “Forward it to the company to see if it is legit” and “call customer service” and “call the bank”. For this reason, we categorized this response as a safe investigatory action.] 

	64
	12%

	Unsafe
	Open the attachment
	51
	10%

	
	None of the above
	46
	9%


[bookmark: _heading=h.tbl0saxwyzg9]Table 8: Percentage of respondents who reported taking each action

The hypothesis states that people are more likely to report taking investigatory actions after they notice something is off about the email. To test this, we clustered these responses to create two new variables: one variable is whether the respondent reported taking any action (i.e. any response other than “None of the Above”); and one variable is whether the respondent reported only taking safe actions (i.e. only chose actions we categorized as safe, and did not choose any actions we categorized as unsafe or None). We then ran two logistic regressions[footnoteRef:10] using these two binary outcome variables as the dependent variables, and whether the respondent reported feeling off as the independent variable.  [10:  Note that a logistic regression with a single binary or categorical independent variable is mathematically identical to a traditional chi-squared test.] 

[bookmark: _Ref240896278]Table 9
Logistic Regressions for whether respondents took any action or a safe action (DVs), based on whether the email felt off (IV).
	
	Any Investigative Actions
	Only Safe Investigative Actions

	variable
	coef
	p-value
	Signif.
	coef
	p-value
	Signif.

	(Intercept)
	2.32
	< 0.001
	***
	1.19
	< 0.001
	***

	Off: No
	0.40
	0.38
	
	-1.05
	< 0.001
	***

	Off: Not Sure
	-0.41
	0.33
	
	-0.59
	0.04
	

	Note: * p<0.05; ** p<0.01; *** p<.001


[bookmark: _heading=h.tov7433v09a4][bookmark: _Ref220316579]Table 9: Logistic Regressions for whether respondents took any action or a safe action (DVs), based on whether the email felt off (IV).

Table 9Table 9 shows the results of these two regressions. When considering whether the participant took any investigative action, there was little difference between participants who felt that something was off and participants that did not. 91% of participants who felt something was off took some action, whereas 93% of participants who did not took an action. This difference is not statistically significant. This is counter to our hypothesis, which posits that people who feel something is off are more likely to investigate.

However, when we look at whether the person was careful to report only taking safe investigatory actions, we see a slightly different story. Participants who feel like something is off are more likely to report taking only safe investigatory actions. 77% of participants who felt something was off reported taking a safe investigatory action, whereas only 54% of participants who did not feel something was off only reported taking safe investigatory actions (people who were not sure were in between, at 65%). This difference is statistically significant. Another way of saying this is that when people felt something was off, they were much less likely to report taking unsafe actions, and much more likely to only report taking safe actions when investigating the email.

Much of the security advice about fraudulent emails suggests that recipients of such communications should contact the sender. The second question we asked involved whether they would take actions to try to contact the sender, and if so, how they would go about doing that. Table 10Table 10 shows percentages of people who would try to contact the sender:
[bookmark: _Ref220316637]Table 10
Percentage of respondents who said they would contact the sender of the email

	Safe/Unsafe
	Response
	N
	%

	
	I would not contact the sender
	163
	31%

	safe
	Contact the sender via phone, on a number I looked up myself
	129
	25%

	safe
	Other[footnoteRef:11] [11:  Again, we provided an “Other” option for this question, with a fill-in-the-blank to “Please explain”. Analyzing these, almost all of them involved safe options for reporting. Example responses include “I would not contact the sender, BUT, I would call the bank DIRECTLY”, “go to my local branch”, “report phishing”, and “block sender”. For this reason, we categorized this response as safe also.] 

	117
	22%

	unsafe
	Contact the sender via phone, on the number that was presented in the email
	114
	22%

	safe
	Go to the website of the sender, directly through my web browser
	100
	19%

	unsafe
	Go to the website of the sender, using the link provided in the email
	91
	17%

	safe
	Talk to the sender face-to-face about the email
	60
	12%

	safe
	Contact the sender through another communications medium (texting, chat, social media)
	0
	0%


[bookmark: _heading=h.14l8trnlt7ev]Table 10: Percentage of respondents who said they would contact the sender of the email

This hypothesis states that people are more likely to take investigatory actions after they notice something is off. To test this, as above, we clustered these responses to create two new variables: one variable is whether the respondent reported taking any action (i.e. any response other than “I would not contact the sender”); and one variable is whether the respondent reported only taking safe actions (i.e. only chose actions we categorized as safe, and did not choose any we categorized as unsafe). Unsafe actions all involved using information in the email to contact the sender.

356 Participants reported taking some action to try to contact the sender, which is 68% of all respondents. 184 of the participants (35%) said that they would contact the sender, and only do so using a method we deem safe. As above, we ran two logistic regressions using these two binary outcome variables as the dependent variables, and whether the respondent reported feeling off as the independent variable. 
[bookmark: _Ref240896524]Table 11
Logistic regression for whether people would contact the sender via any means or only safe means (DVs), by whether the email felt off (IV)
	
	Contact the Sender
	Only Safely Contact Sender

	Variable
	Ccoef
	p-value
	Signif.
	Ccoef
	p-value
	Signif.

	(Intercept)
	0.52
	< 0.001
	***
	-0.54
	< 0.001
	***

	Off: No
	1.18
	< 0.001
	***
	-0.41
	0.10
	

	Off: Not Sure
	0.72
	0.027
	**
	0.01
	0.96
	

	Note: * p<0.05; ** p<0.01; *** p<.001


[bookmark: _heading=h.lnguef5qlsb5][bookmark: _Ref220316671]Table 11: Logistic regression for whether people would contact the sender via any means or only safe means (DVs), by whether the email felt off (IV)

Table 11Table 11 shows the results of these two regressions. When considering whether the participant reported taking any action to contact the sender, there was a statistically significant difference between participants who felt that something was off and participants that did not, but it is in the opposite direction of the hypothesis! 68% of participants who felt something was off indicated that they would try to contact the sender, and 85% of participants who did not feel something was off would. This is counter to our hypothesis, which posits that people who feel something is off are more likely to investigate.

When we only consider people taking safe actions to contact the sender, there is only a small difference that is not statistically significant. We estimate that 36% of participants who feel something is off will take only safe actions to contact the sender, whereas 28% of participants who do not feel something is off will do that. This difference is in the hypothesized direction, but is not statistically significant.

Our findings related to hypothesis 4.b are complicated. Hypothesis 4.b states that “When people notice something is ‘off’, they take actions to investigate the email.”  When we showed people a potentially fraudulent email, 91% of participants indicated that they would take some action to investigate the email, and 69% said that they would try to contact the sender (which is a form of investigation). So investigations are fairly common. 

But this hypothesis states that this is more likely to happen when people feel something is off about the email. Our results here are less clear. We found that participants who felt something was off were significantly less likely to report taking specific actions that are unsafe to investigate the email, such as clicking on the link to see where it goes or using information in the email to contact the sender. However, the overall incidence of investigation was not really affected by whether the email felt off, and participants who did not feel like something was off were actually more likely to contact the sender. Thus, we conclude that hypothesis 4.b was partially supported.

[bookmark: _heading=h.9zxy2vywjr58]Hypothesis 5
When people noticed something was off their goal changed from understanding to reviewing / deleting the email.

Under our analysis for Hypothesis 1, we showed the results for a pair of questions about what the goal of the participant is (Table 3, above). Later in the survey, we asked a similar question: “Once you think something is off about the email, would you do anything differently?  (Please check all that apply)”. The set of options are the same as the initial goals, with the additional option of “No, I would stick with my original reaction.”  Table 12Table 12, below, shows the results for what people say they would do after noticing something is off:
[bookmark: _Ref220316704]Table 12
Reported goals of the participants both when first receiving the message and after noticing something feels off

	
	This Message
	
	After Something Feels Off

	Goal
	N
	%
	
	N
	%

	Understand who the message is from
	276
	53%
	
	107
	21%

	Understand what the message wants me to do
	276
	53%
	
	108
	21%

	Understand why I receive the message
	289
	55%
	
	118
	22%

	Review carefully each component of the message to see if it is genuine
	288
	55%
	
	162
	31%

	Delete the message without reading it
	31
	6%
	
	107
	21%

	Do quickly what the message asks me to
	43
	8%
	
	12
	2%

	Something else (please describe)
	26
	5%
	
	0
	0%

	No, I would stick with my original reaction
	
	
	
	56
	11%


[bookmark: _heading=h.w9n7i0q0hdf5]Table 12: Reported goals of the participants both when first receiving the message and after noticing something feels off

This hypothesis has two pieces. First, that participants would be less likely to try to try to understand the email, and second, that they would be more likely to either review the email or delete it.

All three of the options that involve “understanding” the message dropped significantly – from the mid-50% down to 21%. The first part of the hypotheses seems to hold; participants appear to be much less likely to report wanting to understand the email.	Comment by Jurjen Jansen: Correct use of double quotation marks?

The next two options involve “reviewing” and “deleting”. The second part of the hypothesis says these should increase. The “review” option started out quite high, with over 50% of participants reporting wanting to review initially. 31% of participants said they would want to review after noticing something off. This is lower, but it is not nearly as much of a drop as the understanding options.

The deleting option, on the other hand, got significantly more popular, with 21% of people reporting wanting to delete the email. That is, the change after noticing something is off about the email is large and in the right direction. However, still approximately the same number of people who reported wanting to understand the email also reported wanting to delete it.

To specifically test this hypothesis, we will combine options. The first options we will combine into an “understanding” variable, that is true whenever the participant indicated any of the 3 understanding options. The next two options we will combine into a “review/delete” option, which is true whenever the participant indicated either reviewing or deleting. Since this was a choose-all-that-apply question, it is possible for both variables to be true for an individual participant.

Table 13Table 13 shows the percentage of participants who reported indicating understanding vs. review/delete:
[bookmark: _Ref220316727]Table 13
Percentages of respondents whose goal is either understanding the email or reviewing/deleting the email

	
	This Message
	
	After Something Feels Off
	
	p-value

	Goal
	N
	%
	
	N
	%
	
	P
	Signif.

	Understand 
	428
	82%
	
	190
	36%
	
	< 0.001
	***

	Review / Delete
	304
	58%
	
	245
	47%
	
	< 0.001
	***

	Both
	234
	45%
	
	108
	21%
	
	< 0.001
	***

	Note: * p<0.05; ** p<0.01; *** p<.001


[bookmark: _heading=h.q68fyy9zsfxl]Table 13: Percentages of respondents whose goal is either understanding the email or reviewing/deleting the email

The first part of the hypothesis shows a clear pattern; many fewer participants try to understand the email after it feels off than before. Counter to the hypothesis, the second part shows a decrease in reviewing/deleting. As shown above, there is a decrease in reviewing and an increase in deleting. From this, we conclude that this hypothesis is mostly supported; after feeling something is off, many fewer participants are trying to understand the emails, and more people are interested in deleting. There are fewer participants interested in reviewing (counter to the hypothesis), but this change is much smaller than the understanding and deleting changes.

[bookmark: _heading=h.pw86m82m1eqa]Hypothesis 6
People with low perceived threat severity, even if they had noticed something is off are more likely to comply with the request in the email and less likely to investigate the email

We combined three questions that form the “threat severity” subscale of protection motivation theory into a single scale variable (mean=4.11, alpha=0.864). These questions measure the perceived severity of the threat posed by bank fraud, in general. Most people felt that bank fraud represented a fairly severe threat (as indicated by the high mean), and the 3 questions that form the scale have high reliability (high alpha).

To examine this hypothesis, we looked for the relationship between this threat severity and whether they 1) would be willing to take the action requested by the email, and 2) what other investigative actions they reported that they would take. The hypothesis is that the first is a negative relationship – lower perceived threat means more likely to report taking the action – and the second is a positive relationship – lower perceived threat means lower percentage of people reporting that they would investigate.

We find a statistically significant and negative relationship (as predicted) between threat severity and willingness to take the action (logistic regression, beta=-0.25, p=0.02). People with a 3 out of 5 on threat severity (about 1 standard deviation below the mean) have a 51.8% likelihood of doing the action the email requisitions; whereas people with a 5 out of 5 (about 1 sd above the mean) have a 39.4% likelihood of reporting that they would take the action. This supports the hypothesis.

We find a statistically significant and positive relationship (as predicted) between threat severity and reporting taking investigative actions that are safe (logistic regression, beta=0.21, p=0.02). People with a 3 out of 5 on threat severity report taking safe investigative actions approximately 65.9% of the time; people with a 5 out of 5 on threat severity report taking safe investigative actions 74.9% of the time. This also supports the hypothesis.

We also looked at all investigative actions that we asked about, not just safe actions. We did not find a statistically or practically significant effect here (beta=-0.04, p=0.79). We broke this down the actions to see if there are specific actions that people are more or less willing to take when they feel the email poses a more severe threat. We found 2 actions: people are much more likely to report asking other people about the email if they think the threat of bank fraud is more severe (logistic regression, beta=0.48, p=0.002) and slightly less likely to report clicking on the link in the email (logistic regression, beta=-0.27, p=0.04). All other actions were not statistically significant and have very small effects (beta<0.10).

Both of the predictions of this hypothesis were supported by our data. People with lower threat severity are more likely to report taking the action requested by the email and are less likely to report investigating the email.

[bookmark: _heading=h.r083qoxi0ipb]Hypothesis 7
People with low perceived self-efficacy are more likely to comply with the request in the email and less likely to investigate the email. (Main Effect of self-efficacy)

We combined three questions that form the “self-efficacy” subscale of protection motivation theory into a single scale variable (mean=4.07, alpha=0.767). These questions measure the respondent’s perception of their ability to properly handle a dangerous email. For example, one question asked respondents whether they agree with the statement “I am able to contact my payment provider when I receive a suspicious message in order to prevent financial fraud”. In general, most people felt that they were able to handle dangerous emails (as indicated by the high mean), and the 3 questions that form the scale have moderately high reliability (high alpha).

To examine this hypothesis, we looked for the relationship between this self-efficacy and whether they 1) would be willing to take the action requested by the email, and 2) what other investigative actions they would take. The hypothesis is that the first is a negative relationship – lower self-efficacy means more likely to take the action – and the second is a positive relationship – lower self-efficacy means lower percentage of people investigating.

We found only a very small and non-significant relationship between self-efficacy and willingness to take the action in the email (logistic regression, beta=-0.02, p=0.87). People with a 3 out of 5 on self-efficacy (about 1 standard deviation below the mean) have a 45.5% likelihood of doing the action the email requisitions; whereas people with a 5 out of 5 (about 1 sd above the mean) have a 44.6% likelihood of doing the action. This is a very small difference.

We also found only a very small and non-significant relationship between self-efficacy and reporting taking investigative actions that are safe (logistic regression, beta=-0.05, p=0.67). People with a 3 out of 5 on threat severity report taking safe investigative actions approximately 72.2% of the time; people with a 5 out of 5 on threat severity report taking safe investigative actions 70.1% of the time. This also supports the hypothesis. We also looked at all investigative actions that we asked about, not just safe actions. We also did not find a statistically or practically significant effect here (beta=-0.28, p=0.17). When looking at individual actions, none has a statistically significant effect. 

Both of the predictions of this hypothesis were not supported by our data. People with lower self-efficacy are not any more or less likely to report taking the action requested by the email and are not any more or less likely to report investigating the email.

[bookmark: _heading=h.ij8wobc42s81]Hypothesis 8
People with high perceived threat severity and low perceived self-efficacy are more likely to comply with the request in the email (interaction effect).

This hypothesis posits an interaction effect. It says that even when people perceive bank fraud to be a serious threat, if they don’t feel like they are able to do something about it (low self-efficacy) then they are likely to just do what the email asks anyway. This is an interaction effect.

To test this, we ran a logistic regression using the self-report of taking the action requested by the email as the dependent variable, and included both threat severity and self-efficacy, as well as the interaction between the two, as independent variables. Table 14Table 14 below shows the result of this regression.	Comment by Jurjen Jansen: Does this sentence sound right?	Comment by Ed Fitzhugh: Agree, it doesn’t - I’ve suggested an edit
[bookmark: _Ref220316779]Table 14
Logistic regression of whether people will take the requested action (DV) by self-efficacy and threat severity (IVs)

	Variable
	Coef
	P-value
	Signif.

	Intercept
	6.53
	0.002
	**

	Self-Efficacy
	-1.46
	0.006
	**

	Threat Severity
	-1.80
	< 0.001
	***

	Interaction: Efficacy * Severity
	0.39
	0.002
	**

	Note: * p<0.05; ** p<0.01; *** p<.001


[bookmark: _heading=h.hqxw618uupqf]Table 14: Logistic regression of whether people will take the requested action (DV) by self-efficacy and threat severity (IVs)

There is a statistically significant interaction effect between self-efficacy and threat severity. To better understand this interaction, we generated a series of predicted values – using the regression model, if we fill in some combination of possible values for threat efficacy and self-efficacy, what would this model predict as the probability of reporting taking the requested action. We graphed these predicted values in Figure 5, below.

[image: ]
[bookmark: _Ref220316810][bookmark: _heading=h.xot4y4ip72wc]Figure 5: Predicted probability of reporting taking the requested action
People with the lowest threat severity (bank fraud is not a severe threat) and lowest self-efficacy (not able to deal with the threat) are by far the most likely to say they will take the action requested in the email. In general, as people perceive the threat of bank fraud to be more severe, they are less likely to report taking the requested action in the email. However, how much this matters depends on self-efficacy. People with low self-efficacy show a very large difference depending on whether they think bank fraud is severe or not. People with high self-efficacy treat emails similarly regardless of whether they think bank fraud is serious; they don’t show much of a difference between low threat severity and high threat severity.

H8 states that people who recognize the threat but don’t think they can do anything about it are more likely to take unsafe actions. This was not supported. However, the hypothesis is about an interaction effect, which is present. There is an interaction between self-efficacy and perceived severity. For people who have higher self-efficacy (think it is easier to contact the bank), whether they do the requested action doesn't really depend on how bad they perceive fraud to be (severity). But for people with low self-efficacy, the perceived severity of bank fraud makes a big difference in how likely they are to report doing the action requested in the email, with people who are more worried about bank fraud being less likely to do the action. 

[bookmark: _heading=h.b512zw9f1p05]Hypothesis 9
People with high perceived threat severity, high perceived self-efficacy and low actual efficacy, even if they notice something is off, are more likely to comply with the request in the email

To analyze this hypothesis (and the next one), we need a measure of actual efficacy – how good people actually are at protecting themselves from fraudulent emails. Since this study was done as a survey, we could not directly measure actual efficacy. However, we do have an indicator of efficacy: we have an indication of what kinds of actions the person would take. 

We categorize people to be of low actual efficacy if they state that they would be willing to click on a link, open the attachment, or try to contact the sender using either the email address or phone number in the email they received. All of these actions are highly unsafe actions and indicate that the participant does not actually possess the skills to protect themselves.

We also categorize people as having high actual efficacy if they express that they would contact the bank that sent the message using a means that requires 3rd party information such as a phone number they looked up themselves or by manually entering their bank’s website into a web browser (and not doing any of the unsafe actions that indicate low actual efficacy). These people have skills to address and report fraud, and to figure outdecide confidently whether an email is fraudulent or not. Finally, there is a 3rd group, which we call medium actual efficacy, that does none of the above; the medium actual efficacy group does not report taking unsafe actions but also does not report taking actions to protect themselves like contacting the bank.

While based on the questions about safe/unsafe actions that measure knowledge of specific phishing-related behaviors, our actual efficacy measure is a more holistic assessment of whether someone can ultimately respond to a phishing message in a way that protects them from harm. The safe and unsafe actions measure captures participants' evaluations of individual responses to a suspicious message. In contrast, the actual efficacy measure assesses participants' overall ability to respond effectively to a phishing attempt. 

Table 15Table 15, below, shows the percentage of respondents in each of the three groups. It also shows the percentage of respondents in each group that reports that they are willing to take the action requested in the email. The difference between groups in the likelihood to take the requested action is statistically significant (chisq=142.9, df=2, p<0.001).
[bookmark: _Ref220316842]Table 15
Percentage of respondents groups into actual efficacy, along with the percentage of each group willing to take the requested action.

	Actual Efficacy
	N
	% of respondents
	% Take Action

	Low
	204
	39%
	78%

	Medium
	157
	30%
	14%

	High
	160
	31%
	32%


[bookmark: _heading=h.wrv454ybwdne]Table 15: Percentage of respondents groups into actual efficacy, along with the percentage of each group willing to take the requested action.

The low actual efficacy group is very likely to report taking the action requested in the email, and over three quarters of this group is willing to take the requested action. This is a very high likelihood.

Hypothesis 9 says that actual efficacy is important – which it is – and that it is important even for people who understand the threat (high threat severity) and who feel confident that they know how to deal with it (high self-efficacy). We ran a logistic regression model to see how threat severity and self-efficacy affect the group of people with low actual efficacy. Table 16Table 16   shows the results of the regression and Table 17Table 17 shows predicted probability of reporting taking the action requested by the email. None of these differences are statistically significant, but they show that even for people with high threat severity and/or high self-efficacy, if they are low in actual efficacy they then are not safe and are likely to take the wrong action.

[bookmark: _Ref220316864]Table 16 
Logistic regression using only low efficacy participants, predicting whether they would take the requested action (DV) by self-efficacy and threat severity.

	Variable
	Coefficient
	p-value

	Intercept
	-0.06
	0.98
	

	Self-Efficacy
	0.28
	0.63
	

	Threat Severity
	0.93
	0.30
	

	Interaction
	-0.20
	0.31
	


[bookmark: _heading=h.qxq20t65crv6][bookmark: _Ref220316891]Table 17
Looking only at respondents classified as low actual efficacy, the predicted probability of taking the requested action.
Table 16: Logistic regression using only low efficacy participants, predicting whether they would take the requested action (DV) by self-efficacy and threat severity.

	
	Threat Severity

	Self-Efficacy
	
	3
	4
	5

	
	3
	85%
	88%
	91%

	
	4
	80%
	81%
	93%

	
	5
	74%
	72%
	70%


[bookmark: _heading=h.mfxirv1hd3dn]Table 17: Looking only at respondents classified as low actual efficacy, the predicted probability of taking the requested action.

We conclude that Hypothesis 9 was supported. People with low actual efficacy –  that is, people who don’t actually know what to do to protect themselves from fraud – are highly likely to report taking unsafe actions (more than 70% of the time), even if they understand the threat and believe that they know what to do.

[bookmark: _heading=h.fnu3syp73523]Hypothesis 10
People with high perceived threat severity and high actual efficacy are less likely to comply with the request in the email

Hypothesis 10 is almost identical to hypothesis 9, except that it says that people with high actual efficacy are less likely to take the action requested in the email. Table 18, above, shows that this is the case generally. People we categorized as medium or high efficacy are MUCH less likely to report taking the unsafe action – with the people in the medium group only reporting taking the unsafe action 14% of the time. This is much lower than the low actual efficacy group, and the difference is statistically significant. This, generally, supports the hypothesis.

However, the hypothesis is not entirely supported. The high actual efficacy group – the people who indicated that they know how to contact the bank correctly and are inclined to do so – actually is slightly more likely to report taking the unsafe action than the medium efficacy group (which do not do anything about the email). 

We ran a similar logistic regression to examine whether self-efficacy and threat severity have an effect on the likelihood of taking the requested action. For the medium efficacy group, who has the lowest likelihood of taking the unsafe action, the results were not statistically significant. Self-efficacy and threat severity did not significantly affect whether the medium efficacy group would report taking the requested email action.

For the high efficacy group, a similar logistic regression did find a statistically significant effect, including a statistically significant interaction effect. Table 18Table 18 and Figure 6 show the regression and a graph of the estimated likelihood for high actual efficacy participants to report taking the requested action.

[bookmark: _Ref220316919]Table 18
Logistic regression using only high efficacy participants, predicting whether they would take the requested action (DV) by self-efficacy and threat severity

	Variable
	Coefficient
	p-value

	Intercept
	13.0
	0.025
	*

	Self-Efficacy
	-3.23
	0.030
	*

	Threat Severity
	-3.27
	0.015
	*

	Interaction
	0.76
	0.025
	*

	Note: * p<0.05; ** p<0.01; *** p<.001


[bookmark: _heading=h.upspvhwho1fe]Table 18: Logistic regression using only high efficacy participants, predicting whether they would take the requested action (DV) by self-efficacy and threat severity
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[bookmark: _Ref220316948][bookmark: _heading=h.wtms3il1md1s]Figure 6: Predicted probability of taking the requested action, for respondents classified as high actual efficacy
For these high actual efficacy participants, we found that self-efficacy and threat severity do have an impact. When people have high threat severity, lower self-efficacy actually leads to slightly lower likelihood of reporting doing the requested action. This is the opposite of what was predicted in the model. However, for lower threat severity – when the participant does not think the threat is as severe, the opposite is true.

Overall, these results mostly support H10. People with higher levels of actual efficacy are much less likely to report taking the action requested in the email. This is generally true regardless of whether they understand the threat and see it as serious, and whether they believe that they know how to deal with it (self-efficacy). However, while people who demonstrated high actual efficacy were much less likely to do the action in the email than people who demonstrate low actual efficacy, they are still more likely to do the action than people who did not demonstrate efficacy (medium actual efficacy). Furthermore, for the high efficacy group, self-efficacy and threat severity had a complicated relationship (a statistical interaction) that was not covered by the hypothesis.

Discussion and Implications for our model of fraud detection 

Overall, our survey findings offer a high level of support for our theoretical model, with five of the ten hypotheses fully supported (H1, H2, H3, H6, H9), four partially or mostly supported (H4b, H5, H8, H10), and two refuted (H4a, H7). Following these findings, we drafted an adjusted form of the model, which is summarised in Figure 7:

Updated Model
 [image: ]
[bookmark: _Ref220317012]Figure 7: Proposed theoretical model after updates based on our result
Based on the findings from our survey, several key refinements were made to the second version of the model. First, threat evaluation appears to be relevant primarily for individuals with low perceived efficacy. For those with high perceived efficacy, actions — whether appropriate or misguided (depending on their actual efficacy) — are taken with confidence, regardless of the perceived threat level.
Second, limited evidence was found to support the fear control response as described in H7. Specifically, we did not observe the mechanism proposed by PMT, which suggests that individuals may mitigate their fear of fraud by altering their beliefs, thereby inadvertently increasing their susceptibility to fraudulent schemes.
Third, the results provided partial support for H4. Contrary to expectations, individuals did not appear to increase their attention to the message after detecting anomalies. While we cannot explain this, we offer two System 1 processes as potential reasons: 1) a rapid, automatic evaluation can lead individuals to follow instructions without critical reflection, and/or 2) a protective heuristic in which individuals immediately recognize the communication as fraudulent and automatically know what to do with it (delete). In both explanations, no further cognitive effort or goal re-evaluation is necessary, as the message is swiftly and confidently dealt with. This rapid detection allows individuals to bypass more deliberate System 2 processing. Future research could explore this more fully.
Relationship to Digital Literacy
Existing digital literacy studies often treat this cognitive process as a black box, looking at differences between individuals in their ability to recognize scams (Dadà et al., 2025). By looking in more detail at the specific cognitive processes involved in receiving and responding to a scam message, we are able to identify more specific knowledge that is needed by potential bank fraud victims, and identify how and when that knowledge is needed.

Specifically, financial literacy and familiarity with prior messages from banks is critical during the first stages, when System 1 is engaged.  It is general financial literacy and familiarity with what bank messages normally look like that allows message recipients to notice when things are “off”, and reach a tipping point that can lead them to switch to System 2 processing.

General digital literacy, and specifically literacy about scams and fraud, become more useful once System 2 is active.  Literacy about scams and fraud is important as people evaluate both how serious the threat of fraud is, and their own self-efficacy at being able to address the threat.  Knowing that fraud exists and what that fraud commonly looks like is key to being able to make reasonable decisions.

By looking in detail at the specific cognitive processes that potential victims go through when receiving a fraudulent message, we are better able to understand how literacy matters and what kinds of mistakes people will make when they lack specific forms of digital literacy.

     Practical relevance for anti-fraud practitioners
Through this paper, we aim to offer both a contribution to the academic literature but also a novel approach for fraud education and awareness (E&A) practitioners in organisations such as large banks.

We believe this theoretical model goes further than existing models or accounts of how people make assessment of threat, and then subsequently make behavioural decisions. For example, it goes further than the Dennis & Minas (2018) paper, which argues that the individual’s response is driven by the general heuristics they have developed over time: personality, culture, habits, and life experiences lead to different heuristics that have developed over a lifetime. Mental models go a step further to explain the underlying beliefs about the state of the world that drive the behaviour heuristics and observable behaviours.

By offering a dual account both of how suspicion is raised, and how people then decide to respond to that suspicion, the model offers several intervention routes to increase people’s abilities to protect themselves against fraud. The academic literature is relatively sparse in terms of guiding fraud E&A practitioners in large organisations on what they can practically do to train users to make more protective decisions, and research suggests that conventional awareness campaigns based on mass messaging can be ineffective (e.g. Jensen et al. 2025). We think this model offers a number of practical routes to interventions, and can be used in many ways by practitioners. It allows us to think about fraud prevention holistically and understand the end-to-end journey of potential victims. It helps organizations to think systematically about fraud education and awareness so they can put together a programme of research to understand people’s current mental models and the potential gaps preventing them from effectively performing the “sense making” activity. 	Comment by Ed Fitzhugh: Is the colon here correct (to indicate the list items below), or should this be a full stop?


[bookmark: _Hlk226963027]Do people know what a “normal” interaction with an organisation looks like? 
In public campaigns, organisations focus on helping people in identifying fraud, potentially forgetting a crucial aspect of communicating what “normal” looks like. It is not enough to warn someone that they should “watch out for fraudulent messages”; people need a clear understanding of which channels an organisation would communicate through, with what messages, from what number or email address, what call to action should be expected, such that a deviation from these norms would then become a “violation of typicality”, with the potential to invoke a System 2 response.

Are people aware fraud can happen and more importantly do they understand the mechanisms of fraud?
Once people are clear on what would be considered normal for a specific organization, the next step is to focus on potential negative impacts, or “what could go wrong”. People may have an outdated view of how fraud works and need to understand the current levels of sophistication. For example, people may still think of fraud as a very obvious email from a “Nigerian Prince”, ignoring the fact that today’s fraudsters include large criminal organizations which have more sophisticated technological and design capabilities, making it much harder to distinguish the real from the fake. Which is even further enhanced by the application of generative AI.

We would suggest to future proof the mental models of fraud by staying away from specific instructions (such as “fraudsters are impersonating your National tax authority”) and emphasising the commonalities instead (for example “A fraudster can impersonate ANY organisation you trust, for example your national tax authority”). A mental model built on the commonalities of fraud is more likely to enable people to identify a new or novel fraud, which uses similar Modus Operandi, but in a different context.

By building an alternative “suspicious” mental model in people’s minds, and by making this alternative mental model more complete and accessible, increases the sensitivity towards the tipping point. We might think of this as training System 1 to be more sensitive to recognising, or pattern matching the warning signs of fraud or threat, increasing the likelihood of multiple competing intuitions being invoked, and conflict between these being detected.

Do people accurately perceive the level of “threat” of a fraud message? (perceived threat) 
When threat levels are misperceived, people may underestimate the severity of fraud risks and as a result exhibit greater willingness to engage in potentially harmful behaviours. This underscores the critical importance of communication strategies that convey both the individual and societal impacts of fraudulent activities. For instance, while people may perceive actions such as clicking fraudulent links or completing online forms as low-risk activities, these behaviours can precipitate far more significant consequences, including customer profiling, identity theft, and subsequent targeted scam attacks.
Understanding people’s existing knowledge regarding the consequences of engaging with fraudulent instances enables organizations to identify and address knowledge gaps, thereby facilitating more accurate risk assessment among their customer base. According to PMT, threat messages must be accompanied by efficacy messages to achieve optimal effectiveness. This theoretical framework emphasizes the importance of providing people with actionable solutions rather than inducing fear without offering constructive pathways for risk mitigation.

Do people perform the right checks once they suspect it is fraud? (perceived and actual efficacy) 
It is common practice for organisations to advertise the top things to check to avoid fraud. While these tips may be helpful, they also present an opportunity for fraudsters to tailor their scam in ways that will pass the “top 10 tips” list. For example, one common tip customers are given when receiving a text message that purports to be from a particular organisation is to check the details of the sender. Using this criteria, customers may feel confident they will be able to spot a fraudulent text. If people were to then rely on the sender’s name that appears on their device to decide whether a text is genuine or not, they would miss the crucial risk of number spoofing, whereby a fraudster can “spoof” or imitate the number of a genuine organisation. So while the tip of “checking the sender” may prevent some unsophisticated low-level fraud, more sophisticated fraud using number spoofing will actually be facilitated as people will mistakenly feel safe if they rely on “senders details” as a key signal of a genuine approach. 

It is important to understand the checks people are performing when they evaluate whether a message is fraudulent or not (perceived efficacy) and how confident they are with these checks (actual efficacy), such that any safety campaigns update or correct people’s knowledge in protective ways.

When trying to answer the questions above, we would encourage organisations to clearly identify at each stage of the model, the beliefs that make an individual do the right thing and most importantly the misbeliefs which lead their customers to perform suboptimal behaviours. For example, if a customer of an organisation who never sends text messages (mis)believes that the organisation could conceivably text them to discuss abnormal activities, she will unnecessarily be at risk of fraud by believing such a text could be genuine. However, if she had held the correct belief (i.e. this organisation will never communicate about such matters through the medium of text messages), then she would have discarded the text message as soon as it was received (in the sense making stage of our model).

Understanding (1) people’s misbeliefs, (2) their prevalence within a specific cohort of people, and (3) the level of fraud risks associated with these misbeliefs will help an organisation to optimise education and awareness messages so that the most prevalent and risky misbeliefs are prioritised. Going further, segmenting a population according to their misbeliefs will provide a more effective targeting of messages. 

Potential directions of future research
The revised version of the model, as summarised in Figure 7, has not yet been (empirically) tested. We therefore encourage further research to validate this model. Furthermore, research could be continued to investigate the influence of personal characteristics and the nature of different fraud types.
     
Firstly, while we have supporting evidence in the context of banking fraud, it remains uncertain whether the model is applicable to other, potentially more complex types of fraud. This study employed a relatively straightforward yet realistic scam email, which may have been easily identifiable as fraudulent by some participants. To enhance the generalisability of the model, future research could use a diversified range of fraudulent stimuli, such as social engineering telephone calls, deceptive websites, and fraudulent social media content. This would allow researchers to explore whether distinct variations of the model emerge across different fraud contexts, or whether the model holds consistently across diverse scenarios.

Secondly, it may be interesting to investigate the role of individual differences or personality characteristics. It seems plausible that key individual differences such as levels of conscientiousness or nervousness interact with our proposed model, to form a significant component of how people respond to fraud. For example, highly conscientious people may always perform investigative action, irrespective of the perceived threat level. Future research could investigate the relationship between personality characteristics and the model’s components and outcomes.

We should also note methodological challenges posed in researching our integrated model. We are attempting to integrate three different strands of research, which in previous studies have each been evidenced using quite different research methodologies. DPT emerged from a large body of research, much of it grounded in psychology laboratory experimental findings, Protection Motivation Theory research has typically leaned heavily on large scale quantitative surveys, while Wash’s Model of Suspicion Formation has been researched using smaller-scale qualitative research. Integrating these bodies of work therefore raises important considerations regarding the appropriate methodological approach.

In this paper, we employed a quantitative survey design, which aligns with parts of the theoretical basis but cannot capture all dimensions equally. Other methodological approaches, such as experimental, qualitative, or mixed‑methods designs, may yield additional insights, and future research could employ these to further test and refine the model.
Conclusion
In this paper, we have proposed a model that integrates three complementary theories grounded in psychology and human behaviour, and tested this model using a survey of 500 US respondents. This study investigated how individuals respond to potentially fraudulent emails, focusing on the cognitive, emotional, and behavioural processes that influence their decisions. Our findings offer nuanced insights into how people detect deception, assess risk, and choose actions in an online banking context.

We found strong support for H1: participants primarily directed their initial attention toward identifying the source, understanding the required action, and interpreting the email’s relevance—demonstrating a clear sensemaking process at the outset. Similarly, H2 was supported: individuals who did perceive something was suspicious were much less likely to take unsafe actions, highlighting the importance of initial impressions in shaping behaviour. Notably, it was the sense that something in the body text of the email was amiss that most strongly influenced participants’ reactions. This finding is noteworthy but also raises concerns in light of recent advancements in generative AI, which significantly enhance the linguistic quality and coherence of email content—particularly within the body of phishing messages—potentially making them more difficult to detect.

H3 was also supported. Participants were significantly more likely to feel that something was “off” when the email violated expectations of typicality or familiarity. These two variables had a substantial influence on suspicion formation, underscoring the role of schema-based processing in phishing detection.

In contrast, H4.a was refuted. Rather than increasing attention, noticing something suspicious led to a reported decrease in attention, suggesting a possible cognitive avoidance response. Noticing something suspicious may prompt a defensive behavioural shift—such as deleting the email or closing it—rather than continuing to engage with the email. This aligns with PMT, where perceived threat without sufficient coping mechanisms lead to avoidance rather than paying attention and taking action.

H4.b received partial support: while suspicion reduced unsafe investigative actions (e.g., clicking links), it did not significantly affect the overall likelihood of investigation. Interestingly, participants who did not feel something was off were more likely to contact the sender. It could be that feelings that something is off may increase perceived threat, leading to more (not observable) cautious behaviour (e.g., avoid clicking risky links), but not necessarily lead to more investigation. When perceived risk is lower, they might feel more comfortable taking liberties, such as contacting the sender, because they do not feel the need (or feel less need) to be on guard.

H5 was mostly supported. After noticing something suspicious, participants were less likely to try to understand the email and more likely to delete it. Although the predicted increase in reviewing behaviour was not observed, the shift from comprehension to deletion reflects a meaningful change in user goals.

H6 was supported: lower perceived threat severity was associated with greater compliance with and reduced investigation of the email. However, H7 was not supported. Low perceived self-efficacy did not significantly influence compliance or investigation. H8, which predicted an interaction effect between high threat severity and low perceived self-efficacy, was partially supported. While the main effect was not observed, an interaction emerged. For individuals with low self-efficacy, perceived severity significantly influenced behaviour, whereas for those with high self-efficacy, severity had little effect.

H9 was supported. Participants with low actual efficacy –  those who perceive they lack the knowledge or skills to protect themselves from fraud – were highly likely to take unsafe actions, even if they understood the threat and believed they could handle it. Finally, H10 was mostly supported. Higher actual efficacy was associated with safer behaviour, although the relationship between perceived threat and self-efficacy was more complex than anticipated, particularly among those with high actual efficacy. However, the latter was covered by the hypothesis.

In sum, our findings highlight the critical roles of perceived and actual efficacy, perceived threat, and cognitive heuristics in shaping responses to suspicious emails. These insights have important implications for designing interventions, training programs that support safer digital behaviour.

[bookmark: _heading=h.7sulehk1j9lo][bookmark: _heading=h.fy3rvdzf54s2]Based on these findings, we proposed a refined version of our model. We have offered a number of suggestions for how practitioners working on the problem of fraud in large organisations may integrate this into their work, and have suggested some routes for further research.
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1. I have read the information given above. I understand that my participation is completely voluntary, and that I may terminate my participation at any time. By clicking “I agree” below I voluntarily agree to participate in this study.
Please select "I agree" below if you would like to participate.
a. I agree
b. I do not agree
2. What Gender do you identify as? 
a. Man
b. Woman
c. Prefer not to say
d. Other
3. What gender do you identify as? - Other (fill in the blank) 
a. Text box response
4. What is your age in years?
a. Text box response

Page Break

1. What is the main banking or payment services provider that you are currently using?
a. Bank of America
b. Chase Bank
c. US Bank
d. Wells Fargo
e. PNC Bank
f. Paypal
g. Capital One
h. CITI
i. TD Bank

Page Break
Email Photo

1. On a scale of 1 to 7, how much attention were you initially paying to this email when you first read it?
a. Slider
2. This email asks you to do a specific action (e.g. click the button to 'secure your account')  Would you be willing to do that?
a. Yes
b. No
3. When you first read this email, what were you trying to accomplish?  (please check all that apply)
a. Understand why I receive the message
b. Understand who the message is from
c. Understand what the message wants me to do
d. Review carefully each component of the message to see if it is genuine
e. Delete the message without reading it
f. Do quickly what the message asks me to
g. Something else (please describe)
4. When you first read this email, what were you trying to accomplish?  (please check all that apply) - Something else (please describe)
a. Text box response
5. Do you think this email is legitimately from [Field-bank]?
a. Yes 
b. No
6. On a scale of 1-100, how confident are you in your answer to the previous question?
a. Slider

Page Break

1. Overall, did you feel that something was "off" about this email?
a. Yes
b. No 
c. Not sure
2. Think about the subject line of the email. Did the subject line feel normal, or did it feel "off" in some way?
a. The subject line was different than I would expect
b. I didn't notice anything that felt off about the subject line
c. I don't remember much about the subject line of the email
3. Think about who the email said it was from. Did this sender information make sense, or did it feel "off" in some way?
a. I didn't notice anything that felt off about the sender
b. The sender's name looked different than I would expect
c. The sender's email address looked different than I would expect
d. I don't remember who the email said it was from
4. Think about the main body of the email. Did the main body of the email seem normal, or did you notice anything that felt "off" about it? Please check all that apply.
a. The main body of the email included typos or other issues that I didn't expect to be in an email like this
b. The main body of the email included something strange that I do not normally see in an email like this
c. The main body of the email was missing something that I would expect to be in an email like this
d. The main body of the email included more information than I expect to be in an email like this
e. The main body of the email included less information than I expect to be in an email like this
f. I didn't notice anything that felt off about the main body of the email
g. I don't remember much about the main body of the email
5. On a scale of 1 to 7, after you noticed something was off about the email, how much attention would you pay to the email?
a. Slider
6. Once you think something is off about the email, would you do anything differently?  (Please check all that apply) 
a. Understand why I received this message
b. Understand who the message is from
c. Understand what the message is asking me to do
d. Review carefully each component of the message to see if it is genuine
e. Do quickly what the message asks me to
f. Delete the email without further reading it
g. No, I would stick to my initial reaction
h. Something else (please specify)
7. Once you think something is off about the email, would you do anything differently?  (Please check all that apply) - Something else (please specify) 
a. Text box response 

Page Break

1. When you first read emails similar to the one you have just seen, what are you usually trying to accomplish?  (please check all that apply) - Selected Choice
a. Understand why I receive the message
b. Understand who the message is from
c. Understand what the message wants me to do
d. Review carefully each component of the message to see if it is genuine
e. Do quickly what the message asks me to
f. Delete the message without reading it
g. Something else (please describe)
2. When you first read emails similar to the one you have just seen, what are you usually trying to accomplish?  (please check all that apply) - Something else (please describe) 
a. Text box response

3. Please indicate your agreement or disagreement with the following statement: I feel like I had received other emails like this one before.
a. Strongly agree
b. Somewhat agree
c. Neither agree nor disagree
d. Somewhat disagree
e. Strongly disagree
4. I have received emails from [Field-bank] or other organisations I bank with in the past
a. Strongly agree
b. Somewhat agree
c. Neither agree nor disagree
d. Somewhat disagree
e. Strongly disagree
5. Please indicate your agreement or disagreement with the following statement: This email seems similar to email I typically receive from [Field-bank] or other organisations I bank with.
a. Strongly agree
b. Somewhat agree
c. Neither agree nor disagree
d. Somewhat disagree
e. Strongly disagree
6. Many emails like this ask you to do a specific action (e.g. click the button to 'secure your account')  Are you generally willing to do that?
a. Yes
b. No
7. When you receive an email similar to this, which (if any) of the following actions would you take to learn more about it? Please check all that apply. 
a. Look at email headers
b. Look more closely at the  email address or phone number the message came from
c. Hover over one or more of the links to see where it went
d. Click on one or more of the links to see where it went
e. Open the attachment
f. Ask someone else about the email
g. None of the above
h. Other
8. When you receive an email similar to this, which (if any) of the following actions would you take to learn more about it? Please check all that apply. - Other 
a. Text Box Response
9. Thinking about this email or similar emails to this you may have received in the past. In what ways would you attempt to learn about the sender of these emails? Please check all that apply. - Selected Choice
a. Talk to the sender face-to-face about the email
b. Go to the website of the sender, directly through my web browser
c. Go to the website of the sender, using the link provided in the email
d. Contact the sender via phone, on a number I looked up myself
e. Contact the sender via phone, on the number that was presented in the email
f. Contact the sender through another communications medium (texting, chat, social media)
g. I would not try to contact the sender
h. Other
10. Thinking about this email or similar emails to this you may have received in the past. In what ways would you attempt to learn about the sender of these emails? Please check all that apply. - Other
a. Text box Response
11. What action(s) would you take with an email like this? Please check all that apply. 
a. Click a button to report the email as spam
b. Click on the link in the message to follow the instruction
c. Respond to the email
d. Leave the email in my inbox
e. Show the email to someone else to check it
f. Delete the email
g. None of the above
h. Other
12. What action(s) would you take with an email like this? Please check all that apply. - Other 
a. Text Box Response
13. Please indicate whether you agree or disagree with the following statements: If I got an email from [Field-bank] suggesting my account is at risk but I was suspicious the email wasn't actually from [Field-bank], then... - I'd be able to deal with the email while checking my payment account is safe
a. Strongly Agree
b. Agree
c. Neutral
d. Disagree
e. Strongly Disagree
14. Please indicate whether you agree or disagree with the following statements:  If I got an email from [Field-bank] suggesting my account is at risk but I was suspicious the email wasn't actually from [Field-bank], then... - It's easy to check whether an email is genuine or not
a. Strongly Agree
b. Agree
c. Neutral
d. Disagree
e. Strongly Disagree
15. Please indicate whether you agree or disagree with the following statements: If I got an email from [Field-bank] suggesting my account is at risk but I was suspicious the email wasn't actually from [Field-bank], then... - I know where to find information to check whether an email is genuine
a. Strongly Agree
b. Agree
c. Neutral
d. Disagree
e. Strongly Disagree
16. If your account was being scammed, what do you think [Field-bank] would do? Please check all that apply.
a. They would text to warn me
b. They would email to warn me
c. They would call to warn me
d. They would give me a new account number or password
e. They would create a new account
f. They would block my account
17. I am able to contact [Field-bank] when I receive a suspicious message in order to prevent financial fraud
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
18. Contacting [Field-bank] when I receive a suspicious message is easy to do to prevent financial fraud
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
19. Contacting [Field-bank] when I receive a suspicious message to prevent financial fraud is convenient
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
20. Contacting [Field-bank] when I receive a suspicious message is time-consuming
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
21. Contacting [Field-bank] when I receive a suspicious message requires a lot of mental effort
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
22. Contacting [Field-bank] when I receive a suspicious message is inconvenient
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
23. It is likely that I will become victim of financial fraud
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
24. I am at risk for being victimized by financial fraud
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
25. It is possible that I will become victim of financial fraud
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
26. If I was a victim of financial fraud, the consequences would be severe
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
27. If I was a victim of financial fraud, the consequences would be serious
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
28. If I was a victim of financial fraud, the consequences would be significant
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
29. Contacting [Field-bank] when I receive a suspicious message helps to prevent financial fraud
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
30. Contacting [Field-bank] when I receive a suspicious message is an effective means in preventing financial fraud
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree
31. If I contact [Field-bank] when I receive a suspicious message, then I think the chance decreases of becoming a victim of financial fraud
a. Strongly agree
b. Somewhat agree
c. Neither agree or disagree
d. Somewhat disagree
e. Strongly disagree

Page Break

1. What is the last grade or class you completed in school?
a. Some high school
b. Technical, trade, or vocational school AFTER high school
c. High school graduate or GED certificate
d. Some college, no 4-year degree
e. 4-year college degree
f. Some postgraduate or professional schooling, no postgraduate degree
g. Postgraduate or professional degree, including master’s, doctorate, medical or law degree
2. What is your current employment status?
a. Disabled
b. Unemployed not looking for work
c. Unemployed looking for work
d. Student
e. Student and employed part time
f. Employed part time
g. Employed full time
h. Retired
3. Have you ever had one of the following experiences? Select all that apply:
a. Someone broke in or hacked your computer, mobile device, or account
b. Fell victim to a phone scam
c. Had a virus on your computer or mobile device
d. Received fraud attempts via email or phone, but did not become a victim
e. Received a notification from a company that your information was involved in a data breach
f. Fell victim to a phishing email message or other scam email
g. Stranger used your credit card number without your knowledge or permission
h. None of the above



Additional Analyses

In this appendix, we present additional analyses for some of our hypotheses. They support the same pattern as the analyses presented in the paper, but provide additional minor insights into user behaviour.

Hypothesis 2
     We also specifically asked about whether each of 3 different aspects of the email – the sender, the subject, and, the body of the email – felt off. We can look and see if feeling that something was off in one part of the email mattered. To do this, we conducted another logistic regression, with the three variables (sender was off, subject was off, body was off) as the independent variables and taking the requested unsafe action as the DV.

Table 6
Results of a logistic regression predicting whether the respondent would take the requested action (DV) based on what specifically about the email felt off (IV)

	
	Coef
	p-value

	(Intercept)
	0.99
	< 0.001

	Sender felt off
	-0.09
	0.70

	Subject felt off
	0.02
	0.94

	Body felt off
	-1.54
	< 0.001


Table 6: Results of a logistic regression predicting whether the respondent would take the requested action (DV) based on what specifically about the email felt off (IV)
The only part of the email that had a non-trivial effect on respondents’ willingness to take the requested action is the body of the email, which had a large (and statistically significant) effect. Generating predicted probabilities for this regression shows that people who felt the body was off were only willing to take the unsafe action approximately 35% of the time, while people who did not feel the body was off were willing to take the unsafe action 72% of the time. The subject or the sender feeling off only changed these predicted probabilities by less than 2 percentage points.

Hypothesis 4.b:
We also ran a separate logistic regression for each of the investigatory actions. These are presented in Table 19, and the pattern here supports this same conclusion. Participants were statistically significantly less likely to click on the link or open the attachment (unsafe actions) if they felt something was off (note the negative coefficient), and they were more likely to look more closely at the email address or examine headers instead. (Note: Each row represents a separate logistic regression; the “Feel off” column is the coefficient for that variable, which is the only independent variable, in the regression.)
[bookmark: _Ref220317848]Table 19
Results of separate logistic regressions for each action (DV) based on whether the email felt off (IV)

	Safe/Unsafe
	Question
	Feel Off
	p-value

	Safe
	Look more closely at the email address or phone number the message came from
	0.43
	0.02
	*

	Safe
	Look at email headers
	0.60
	0.003
	**

	Safe
	Hover over one or more of the links to see where it went
	-0.10
	0.65
	

	Safe
	Ask someone else about the email
	0.47
	0.08
	

	Unsafe
	Click on one or more of the links to see where it went
	-1.09
	< 0.001
	***

	Safe
	Other[footnoteRef:12] [12:  We provided an “Other” option for this question, with a fill-in-the-blank to “Please explain”. Analyzing these, almost all of them involved some form of reporting the email to the sender. Example responses include “Forward it to the company to see if it is legit” and “call customer service” and “call the bank”. For this reason, we categorized this response as a safe investigatory action.] 

	0.63
	0.05
	

	Unsafe
	Open the attachment
	-0.90
	0.003
	**


[bookmark: _heading=h.vyac3ewkgs2a]Table 19: Results of separate logistic regressions for each action (DV) based on whether the email felt off (IV)

We also conducted a similar series of logistic regressions to analyze contact actions separately: did feeling like there was something off influence the likelihood of each separate way of contacting the sender? Table 20 shows the results of these regressions:

[bookmark: _Ref220317867]Table 20
Separate Logistic regressions for each action to contact the sender (DVs), by whether the email felt off (IV)

	Safe/Unsafe
	Question
	Feel Off
	p-value

	Unsafe
	Go to Website, using link in mail
	-0.92
	< 0.001
	***

	Unsafe
	Call on phone, using number in mail
	-0.98
	< 0.001
	***

	Safe
	Contact face-to-face
	-0.07
	0.81
	

	Safe
	Go to website, using non-mail contact info
	0.21
	0.35
	

	Safe
	Call on phone, using non-mail contact info
	-0.04
	0.85
	

	Safe
	Other
	-0.15
	0.51
	


[bookmark: _heading=h.oql94o3md4ez]Table 20: Separate Logistic regressions for each action to contact the sender (DVs), by whether the email felt off (IV)

Similar to the other investigative actions, participants who felt something was off were much less likely to report taking any of the unsafe actions. Participants who felt something was off were less likely to use the link in the email to visit the website (13% for people who felt something was off, vs. 28% for people who didn’t feel anything was off). And participants who felt something was off were much less likely to use the number in the email to call the sender (17% of people who felt something was off vs. 35% of people who did not). These differences are statistically significant. However, the incidence of taking safe actions was not significantly influenced by whether the participant felt something was off about the email.
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